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HLOATNETIZRRTEINET,
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O 003 R4 BT 1 ALE R LPIFIS -
UER (1::55: Enter Boot Mode
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. D03 B—4y bT 15 AIEE A LIS -
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CeidsE,
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4. 5 [FINAR] A=a—
[FINAR] AZa—%01)v0FBE ROEKSBTILEDY - A_a—RRRINFET,
CZE A=HFY b TNAARANTHOERTHATY FEREL>TWET,
B—y b TINA ADFEFEICKHT, EMLLEELAHY ET .
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4.5.1

[ty b7y ]

B=7Y b TNRARANDT Y2 RAFERL, [SIRTIRE2 D) v I BEOLERAED

TREVWEY,

B—FY b TNARITEH>THEEEBZELGYFET,

RE] 2BRBLTLESLY,
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Y. EERATTANLELEHEY)
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BiEHT
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SECDEG_KEY File
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NONSECDBG_KEY File
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RMé_KEY File
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Code Secure Size [KB]

Code Mon - zecure callable Size [KE]

Data Secure Size [KEB]
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SRAM Mon - zecure callable Size [KE]
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2025707718 16:57:09

D37ESATD

EELGL
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NON-3ECDBG. rkey

2024712519 17:55:20

HET D
rtc_ek_rabmb_ep.rpd
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4.5.2 [T/314 RiEHFAH L]
StickWriter ACE IC#EfE SNz —4 v b - TRARD VT 1 F v EHFEHRAH L. KR

LEY,
B—=Hy b R=FADTIECRFERETIAN YT VT T 7AILORABIZHENE
ERR
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Signature:
Device: R7FAGBMSAHICFP
Boot Firmware Version: V1.6.25
Device ID: 4E4B2CAB7CEA43533533393542853076
Device Type: 81
DLM state:
Current state: DPL
DLM Key:
SECDBG Key Injection: Yes
MONSECDBG Key Injection: Yes
RMA Key Injection: Mo
SRR U B
Code Secure Size [KB]: 241
Code Non-secure callable Size [KB]: 15
Data Secure Size [KE]: @
SRAM Secure Size [KB]: 31
SRAM Non-secure callable Size [KB]: 1
ERTEA A

tIERT LT B%h
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TEEa< Y Rl ETROKEDZ—F Y b TNARIZHLTIE, T5—¢&HY ., EfT
TEFEHA.
CEREA TV avT THfEa~v Y Rl & TEAFRAICT S ZRELEZTNAZR,
AT IVEREATYT RkAQY Y TAYY ] B’HBET/INA R,
cFTOAVEEATYT [KARYILIORE ] BHBT/INA R,

TEEa~< > K] OFMEIIAa>D 12— —X7v=a7I)L] ZZSBIEEL,
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StickWriter ACE IZ#EfEEINf=2—4 v k- TIHNALRIZF7HU AL T, CRCIEZFHRAHL.
=RLET,
B—=lFYy b R=RADT I ECRFEETIANL YT VT IT7AILOARIZHNE
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Code flazh : GBAATABD
Data flagh : 3B7TTFAR
Cption memory © 3984841F
Processing completion 2zec
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.32-



4.

6 [ANLT] A=a—
INLVT] A2a—%0)whTbE ROESIETILEDY - AZa—RREEShFET,
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4.6.1 [About]
[About] A= a—[IXOEEZEZREET,

About StickWriter ACE X

FAW Version 1.00 (Build00036)

GUI Version 1.00

AR 1

SREIE 1

Device ID 4456-209149-090002-320
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StickWriter -
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y
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1] 53

Copyright (C) TESS2%2RBP- Technology ING.
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F/W Version D D7 —=LozTF7NN—=P3Y
GUI Version o GUI =23y
SAEUVAHE . A StickWriter ACEAREL TS5 A A
BEREFAHE . BEREADTA AR
Device ID . AR StickWriter ACEEH® ID

FSyTLTCtrI+CF—TH )y TR—KRIZOE—TEFT,
USB Port . StickWriter ACE A¥Windows 0S [Z& > TE|IY HTHht- COMKR— +BES

U REHR) 29V v T5HE Web TS5 T StickWriter ACE DR FIFRMR—OHKRTE
SNFET., REFOFERM/BHEHIATOETOT, THELLEEL,
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4.

5.
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StickWriter ACE IZfRFE L TCWA By T 4 v P 77 ANAEZRRLTWET, 77 A4
DOEFEH Z ZCTHHRET,
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ij‘o
MNEIOvY
H—IFy ke TN RADOEET DG T v 7 R E LET,
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REEB X
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RMA_REQ
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NSECSD 2 &%

SECDBG_KEY
NONSECDBG_KEY

B 33
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F A ZH DPL REED S A
1) NONSECDBG_KEY T#:F L T, NSECSD IZ2&#% L £,
2) SECDBG_KEY TiEFEL T, SSD IZEM L £1,

F 34 273 NSECSD {RHEDIHA
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T. NSECSD (2B L £,
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.38-



12. TINA RS54 7549 )L(IDLM)EEE% L
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HKCMAREED T NA RZKT LTI, 7T v a2 AF Y ~DT 7B AN TE W=, HEIT

SSD IREEIZER L £7,

NONSECDBG_KEY
SECDBG_KEY i
- \ MEba~ R

RMA_REQ

LCK_DBG

LCK_BOOT — BIE72 L DB

X 34

B LRV EBLEEA,
NSECSD GEtx=7 V7 FEFRH)ICERT S

F A 273 SSD RHETH T, NSECSD ITES L E7,
DPL (BRE ) BB T D

= KEY |2 L 5RIEZNHE L T IHES

T3A AN SSD IKAETHNIEX, NSECSD (C#E&#%, DPL (Z#E

BLET,

F 34 25 NSECSD R THIIE, DPLIZER L £,
LCK_DBG (Debug I/F XA BB T S

LCK_DBG 2% L7,

— & LCK_DBG (ZiE& 3 5 & | Debug I/F [3KAIZHDIZ 720 F

j—o
LCK_BOOT (Boot I/F 7k /A EZh) iz BB T 5
LCK_BOOT 2% L$ 7,

— £ LCK_BOOT (Z## 7 % & | Boot I/F [ZAKAIZEENT /20 F

9, StickWriter ACE b 8ifie Tx72< 720 9,

MT AL AT THA 7 Ve BBETIC SSDRBOE L CHIFT 5L, BEERY —Fa<

VREESTEERARE T 7T LAOBRAH LA TELZDOTIERLLTEIV,

T2 RREA R i

T A ANFF

CM: chip Manufacturing WMT T i a AEY ~DT 7 AR

TFV = a VBT (X2 T )
SSD: secure Software Development XTS5 v a j = A L ATHE

TV = a VT GEE 2 T E)

NSECSD: Non-SECure Software Development T T v AT FA LAl

A R

DPL: pePLoyed K75y a AT FA L, EERRA

.39-



13. TINA RS54 7H4 9 JLIDLM) F—
TFNRAATA TV A I NF—OFRTEEERLE T,
FEELRD TNRAATA TP A I NF—2RELET A,
RET D FNRAATA THIAINF—%BEAL P27 a)LET,

LR A%ED Security Key Management Tool Zffif L CEGExX—% T v/ L= 7 7 A4
NEfRELET,
K KEY 77 A VOATZERINT 5 & A~ BRERRSNET, 727U v 73 5E [Tmport
File] M#RENET,

|

"Tmport File] Z@&RT % L7 7 A LBRY A 70 VRFRSNBOT, BV irte KEY
File #38&R L CT< 72XV, Security Key Management Tool 73H 773 % KEY File O L5E+
lZ.rkey T,

IV iAA7Z KEY File #HIBRT 25613, HIBRLIZW T v A VB OE[O %227 ) v o7 L
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:I.Pur-t ..... F il .......................................................................................................
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Date BOIAANTE 7 7 ANDEAL DAE T TE,

NONSECDBG_KEY File NONSECDBG KEY #9 v L7177 A VZIRELET,
BYIAALTE 7 7 A NG EFRRLUET,

Date BOIANTE T 7 ANDHEA DAKR T TT,

RMA_KEY File RMA_KEY #7 v 7 Li=7 7 A VERELET,
BOAALE 7 7 A N EFERLET,
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4. AEYEF2UT4BH
AENEXFLVTABHORELBRLET,
a— K75 yva, F—F%75vi 2, SRAM [Tt = 7 HEE, FEE X 2 7 fEE. Non-
secure callable fEIZ R E L 1,
BE LR AEVEFLITABHERELEE A,
RETD AEVEFLVTABHERELET,

VR 251D e2 studio 23H 7] L7= Renesas Partition Data File 25 AE U X =2V 7 o
BEEEHETAZENTEET,

Renesas Partition Data File |7 7 # /L b TlZ, HEX 7 7 A )V LR U7 # VX IZAER S
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[Renesas Partition Data File 7> S it | OIT&2EIRT 5 & HAHENZ v BT RSINET,
7V w274 %L lImport File] R"FRINET,
| [ ]

Import File

[Mmport File] Z &&4R 3 DL T ANBIRY A T 0 7R FoR &5 DT T 5 Renesas
Partition Data File 2% L T 7230,

HH LR RIZ., TN oOEBITICKMmENE T, MBEN-Ex FHTEFTLHZ L
HTEET, BELEEEIT. BVIAALTE 7 7 ANE XA DAX T OERITHEZET,

Renesas Partition Data File 725 @i IZB Z b0, FNENDOMEEFEHTATITS
L TEET,

Renesas Partition Data File 7> 5 #H

fh1H L 7= Renesas Partition Data File ® 7 7 A /L4 & ok

LET,
Date BOANTETZ 7 ANVDE A BAK T TT,
Code Secure Size [KB] T7ANVDERVIAALTEEEFRRLET,

VYoo T VTEAEEEIE. ANNTAHIELTEET,
Code Non - secure callable Size [KB]
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No. RERTDAvE—

OxF1 DLM state transit Command

0xBO | Authentication Command

0xA8 | Key setting Command

0xA9 | Key verify GCommand

0xDO Initialize Command

OxAC | DLM state request Command

OxCE | Boundary setting Command

0xCF | Boundary request GCommand

0xD1 Parameter setting Command

0xD2 | Parameter request GCommand

0x80 | Inquiry Command

OxBA | Signature request Command

0xBB | Area information request Command

0xB4 | Baud rate setting Command

0x92 | Erase Gommand

0x93 | Write Command

0x95 | Read Command

0x98 | CRC Command

0x55 | Enter Boot Mode

No. RRTDAvt—o

0xCO | Unsupported command error

0xC1 Packet error

0xG2 | Checksum error

0xDO | Parameter error

0xD5 | Command acceptance error

0xD6 | DLM state unmatched error

0xD7 | Hardware error

OxDA | Protection error

OxE4 | Secure error

0xDB | Trusted system error

0xDD ID discord error

OxDE | Serial programming disable error

OxE5 | Flash access error
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